Data Sheet: Endpoint Security: Mobile

Symantec Mobile AntiVirus™ for Windows Mobile®

Mobile security software that provides device-resident threat protection for on-device assets and
helps to prevent the spread of threats from the device to core infrastructure Enterprise IT assets

Overview

Symantec Mobile AntiVirus™ enables secure mobile
computing by providing comprehensive protection
against malicious threats that target Windows Mobile
operating systems. On-device, automatic, real-time
scanning helps protect against threats downloaded from
the Web, sent via email or a Wi-Fi connection, or
received via Bluetooth® or infrared ports. Real-time
auto-protect prevents incoming threats from being
executed and logs the event for administrators to track
security event activity. Virus repair, quarantine and
delete options enable simple threat management and
removal. The wireless LiveUpdate™ from Symantec helps

to ensure up-to-date virus definitions.

Key benefits
¢ Detect and quarantine viruses for administrator review

e SMS listener allows administrators to remotely initiate

on-device actions

¢ Advanced event log capability allows administrators to

generate device file activity logs
» Real-time Auto-Protect with cached scanning support

* Automatic, up-to-date virus definitions via scheduled

wireless Symantec LiveUpdate™

¢ Award-winning Symantec antivirus technologies
protect handheld-resident data against malicious code
downloaded from the Web, sent via email or Wi-Fi

connection, beamed via Bluetooth or infrared ports
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Confidence in a connected world.

¢ Backed by Symantec Security Response, the world's
leading Internet security research and support

organization

Key features

On-device, real-time, automatic scanning for threats

A Symantec antivirus micro-engine provides both
real-time and on-demand scanning functions, as well as
wireless Symantec LiveUpdate capability when wireless
Internet connectivity is available.

The Auto-Protect function constantly scans and detects
malicious code without user intervention, at the point of
entry, before the handheld device is infected. With
Auto-Protect, intercepted threats can’t be opened
without interaction on the part of the user who has the

option of deleting or repairing the infected file.

The user can select optional scanning functions,

including
¢ On-demand scanning

¢ Optional automatic scans after synchronizing with a

PC or upon inserting a media card
Administrative tools

¢ Symantec™ System Center plug-in enables mobile
security events to be captured to track system and

regulatory compliance

¢ Deployment tools compatible with third-party MDMs

, symantec.
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System requirements More Information

Mobile device Visit our website

 Operating Systems: http://enterprise.symantec.com

- Microsoft Windows Mobile 6.1 Standard To speak with a Product Specialist in the U.S.

- Microsoft Windows Mobile 6.1 Professional Call toll-free 1 (800) 745 6054

- Microsoft Windows Mobile 6.0 Standard To speak with a Product Specialist outside the U.S.

- Microsoft Windows Mobile 6.0 Professional For specific country offices and contact numbers, please

visit our website.

Microsoft Windows Mobile 5.0 Smartphone

Microsoft Windows Mobile 5.0 Pocket PC About Symantec

« Device Storage: Symantec is a global leader in providing security,

) ) ) storage and systems management solutions to help
Windows Mobile 6 Professional - 3.3 MB

consumers and organizations secure and manage their

Windows Mobile 6 Standard - 3.4 MB information-driven world. Our software and services

Windows Mobile 5.0 Pocket PC - 3.3 MB protect against more risks at more points, more

Windows Mobile 5.0 Smartphone - 3.4 MB completely and efficiently, enabling confidence

. . wherever information is used or stored.
Administrative tools

S tec World Head t
¢ Minimum 400-MHz processor or higher ymantec World Hieadquarters

20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
+1 (408) 517 8000

1(800) 721 3934

e Minimum 256 MB, additional recommended

¢ Minimum 120 MB free disk space, 250 MB expected

usage

* Operating systems: www.symantec.com

Microsoft Windows® 2000

Microsoft Windows® XP

Microsoft Windows® 2003 Server

Confidence in a connected world. , Synlantec"
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